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FIBER PATROL® FP5000 SERIES
Intrusion Detection Systems for Communication Infrastructure

The FiberPatrol® FP5000 series of advanced intrusion detection 
systems is specially designed to promote physical security of 
fiberoptic data links and other cable infrastructures. The FP5000 
series utilizes existing fibers to detect tampering with the fiberoptic 
cable anywhere along the cable’s pathway. The FP5100 series 
additionally determines and reports the precise location of such an 
event. A single system can protect a point-to-point data link or a 
sequence of links up to 60 miles long. 

Vast amounts of highly sensitive data, including security-related 
information, are transmitted via dedicated fiberoptic lines every 
second of the day. While the source and destination of this data 
may be in well protected controlled access areas, the external data 
links often run across miles of uncontrolled territory where they 
are readily accessible to a determined attacker. Data intercepts, 
sabotage, vandalism, and accidental damage all represent the 
operational risks faced by the link owner. 

The FiberPatrol® solution is the most efficient and cost effective 
way to mitigate such risks. Designed to sense minute vibrations, 
movement or other physical disturbances within fiber network, 
a FiberPatrol® FP5000 series system detects an intruder before 
communication is compromised. Due to high detection sensitivity, 
the system protects all fiber strands in the cable as well as the other 
cables in a tight bundle. The FP5100 series systems additionally 
report the precise location of intrusion attempts, enabling prompt 
countermeasures.

In commercial applications, the FP5000 series is well suited for 
protecting business, healthcare, and financial communication 
networks to ensure secure transmission of private and proprietary 
information. The FP5000 series complies with the NSTISSI 
(National Security Telecommunications and Information System 
Security Instruction) No. 7003 for use within a Protected Distribution 
System (PDS). A PDS can be utilized in lieu of encryption for the 
transmission of National Security Information across fiberoptic 
networks. The system has been deployed protecting top-secret data 
transmissions at military locations. 

All FiberPatrol Intrusion Detection Systems 

•	 Up to 60 miles of  sensor length per system

•	 No electrical power required in the field

•	 EMI / RFI and lightning immunity

•	 Efficient nuisance alarm rejection through 

multi-parameter event filtering

•	 PC-based system control and user interface

•	 Multiple I/O options for system integration

•	 Built-in fiberoptic video and data links

•	 Recommended by major system integrators

•	 Endorsed by military, government, and 

industrial users

•	 Made in the U.S.A.

The FP5000 Series

•	 Physical protection for sensitive data links

•	 Early-warning detection of  data tapping

•	 Helps limit accidental or malicious damage

•	 Reports accurate alarm locations (FP5100)

•	 Matches any network topology (FP5200)

•	 Works where visual inspection is unfeasible

•	 Proximity monitoring for entire cable bundle

•	 No interaction with data traffic

•	 Retrofit deployment on existing networks

•	 In active use protecting classified and top-

secret data links

Secured communication line

Exact Alarm Location
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Specifications

Max Sensor Length:	 60 miles (single-mode)
Max Zone Length:	 60 miles (single-mode)
Sensor Configuration:	 Multiple available
Zone Count:	 4 standard, expandable to 40

Multi-Zone (FP5200)

Cable Construction:	 Flexible for customer supplied 
cable

Fiber Type:	 Single-mode or multi-mode

Sensor Cable

Cable and Installation Type:	 Flexible for customer supplied 
cable

Installation

Max Sensor Length:	 60 miles (single-mode)
Sensor Configuration:	 Closed loop or dead end
Alarm Location Accuracy:	 Better than 75’ maximum
		  Better than 25’ typical
Min Virtual Zone Length:	 100’ recommended
Max Virtual Zone Count:	 50 per mile recommended

Location Sensing (FP5100)

Long-Haul Application Example (FP5100)

Op. Temp / Head End:	 +50°F..+95°F (+10°C..+35°C) 
Op. Temp / Field:	 -40°F..+158°F (-40°C..+70°C)
Humidity / Head End:	 20%..80%, non condensing 
Humidity / Field:	 No restriction

Environmental

Network node housing 
system head end Remote Network NodeFiberoptic communication pathway

Consumption / Field:	 None	
Consumption / Head End:	 500 Watts maximum	
Requirements / Head End:	 100..240 Volts, 50 / 60 Hz

Electrical Power

Alarm Processor / Software

CPU**:	 1.86GHz Intel Nehelem
RAM**:	 3 GB DDR3
HDD**:	 250 GB RAID Redundancy
Networking**:	 Dual Gigabit Adapters
Operating System**:	 Windows XP SP3
External Alarm Interface:	 XML over TCP/IP
Optional Interface**:	 RS232 / relay contacts
** Similar or better hardware may be substituted

Head End Mechanical

Combined Dimensions:	 19” x 19” x 16”
Combined Rack Space:	 19”, 11 RU 
Rack Clearance:	 2” (front), 6” (back)
Combined Weight:	 75 lbs

Sensor Controller / Optical

Laser Classification:	 Class IIIb
Laser Wavelength:	 1550nm
Connector Type:	 FC/APC




